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3.2 fafwuansfumedygrassuuadeors (@eloufatua)

ﬁﬂaaz@'ﬂmﬂcué'nwmzmmzmaqqﬂnsiﬁuasmiﬁmﬁq 1

s
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3.2.1 aneloufanbuas aiia Multi Mode é’w%’m{‘luaaLwanazymmma’lummw:ﬁﬂmauﬁ'ﬁ

3.2.1.1 Jumslouiniuaseiin Multi Mode zi"m%’uLﬁuma‘lummma.,mauanmms
161 (Outdoor/Indoor Type) WUU LSZH (Low Smoke Zero Halogen } & 931
ﬂmauumﬂu‘mmummmu ISO/IEC 11801:2002, ANSI/TIA-568-C.3, Telcordia
GR-409CORE, Telcordia GR-20CORE, ICEA 696, ICEA 596, IEC 61034-2, IEC
60754-2, ITU G.651 uaz RoHS 1uatnatiay

3.2.1.2 vunvesanslouinduas sefoudiunuu 507125 um vile 62.5/125 Lm wilin 6
core ®3auIANIN

3.2.1.3 {iA1 Typical Attenuation AA31811R8YW 850 nm LaiAu 2.5 dB/km. waud
AIUETIAAL 1300 nm ladtAu 0.7 dB/km

3.2.1.4 §iStrength Member vhde¥anE-Glass Yarn L'ﬁa%’mrsaﬁauamﬁummﬁmmju

3.2.1.5 {iwater blocking tape mumliifosnin 0.3 mm iotlastua sy

3.2.1.6 Lﬂﬁanuanmaaawﬁ'\ﬁaﬁaqPE with LSZH auvunlaitasnin 2.0 mm i
Uaafusaduv uarliifinatuiwiiafinsaate

3.2.1.7 finwn Cable Diameter Witfu 9.4 mm uagsusnuiiy 115 ke/km,

3.2.1.8 annsovugamgiivaslda, susdasaioud -40 §e 70 09 € naswnniy
Snwslaus -40 e 75 aeen C

3.2.1.9 emn'sn%’uu‘sqﬁwmzﬁﬂﬁgﬂﬁz,?oo N wazvaueldany 600 N

3.2.1.10 fisWaiuen Fiber uaw Loose tube AILNINTEI TIAVEIA-598-A iipazainly
nsi383any

32111 mleuiniuasisdlifunsmaasunisnesg

» Tensile loading Test IEC 60794-1-2-E1A
+ Compression Test IEC 60794-1-2-E3

* Repeated Bending Test lEC 60794-1-2-E6

+» Impact Test IEC 60794-1-2-E4

* Cable Bending Test IEC 60794-1-2-E118
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+ Cable Twist or Torsion Test  1EC 60794-1-2-E7

* Temperature Cycling Test  IEC 60794-1-2-F1

+ Water Penetration Test IEC 60794-1-2-F5
3.2.1.12 anwnsosafumsiden 106 14

3.2.2 Fiber Optic Connector uag Patch Cord

3.2.2.1 Wursianiln ST- Style, SC-Style , LC-Style wagnuanum.,n':s'lw}uu,ausaaiu
aelouiniuas ¥a Multi Mode

3.2.2.2 1¥wae pigtail w50 N1 Epoxy visefinilunstaiseanaiuanslouiiuas
3.2.2.3 1l Ferrule Wuaila Ceramic wioRnda
3.2.2.4 §ie Insertion Loss 0.20 dB #Spfinidwiu Multi Mode
3.2.2.5 {if1 Return Loss 20 dB w38Rn31d sy Multi Mode
3.2.2.6 awnsavihenléiftaamnd -20°C §a 70°C v3adingn
3.2.2.7 Wastara 2 4148l boot ﬂﬂLﬁaﬁaaﬁuﬁaLLﬂanﬂaauLLa~r'Jua::aa~1
w el

3228 L'ﬂﬂ&léﬁ]ﬂ ElNIVIlJLﬂﬁENﬁJJ']EJﬂ"I‘iﬂ']Lﬂ enuiuaelewt e

3.2.3 Fiber Optic Rack Mount Drawer

3.2.3.1 ugunsalinaneTewimniue vindinsauug RACK 19 17 Standard Anwusiiu
Patch Panel FOU mnqlaidfosndn 12 w3a 24 w3a 48 Ports Fuagiuainy

mm::aun‘ums'l'aamuwummmamamuawaama’lu (internal Management
Ring)

3232 mmsnmﬂmaﬂnmwaumamﬂ (Adapter Plate) uagdaarursnifuiiy
nJaauuﬂaammumaUs.,mmmmmalm'w

3.23.3 awnsofeameenunsmuminieasaanlumsidimy

3.2.3.4 flukunwanadin {Light Polycarbonate Cover with Label) #3adin3oeiuds
wlanUasy mmmmaasmn’lun’rﬂmm wazdl Label AN TIAEIA

3.235 mm‘snmauuuﬂa@qun‘smm‘uawnw‘lu’lmﬂuqﬂnsnﬁﬁaaw (Splice Tray) 1&

3.2.3.6 lasaadensfuiwmiinynwdn Electro Galvanized Steel ¥3a8in71 wuly
Wosnin 1.5 mm Yasnaly 100%

3.2.3.7 soaildusundadwiuesinane1ila
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a - LY ¥ v qq‘: € o = 1 L | L4 v ar
3.238 MIraanuvsaRTugUnsailANlud e IuBaa e v RUTUSER e
wdurnuresanglel (Cable Glands)

- ar d d L5 o RF 7] -]
3.23.9 Lﬂumamnmsﬁwﬁm‘sammanﬁmm&rmunua'm'iuuﬁ";mum

[

3.24 ﬁaﬁmumﬁﬂw%’un'ﬁﬁﬂﬁ’aa']ﬂ'[.&ul,ﬁ’nhuaa ieaziBundail

3.24.1 nstauanalowiadue Q’mﬂmzﬁ'faaLauaLLUU's'"m'Lﬁm‘sUs:Unehuqﬁmﬂﬁmscu']
uazlirraiureunousuiiumsinds

3.2.4.2 maduaglauiniuas sesdanslidulumunmssnmslwih
v g v o L =l r o i < 1
3.2.4.3 mglsudniuas wrBlluEuRBINURa BRYLEY quqﬂmauma

o o = ' ol o I -
3.2.48.4 n3Eaany Walin1sidsudianiedu azdealdaldivunzay (walulviin
dyanusuniu) newivedndnsuvaniie

3.24.5 maduaanelusimsdeaduneluveniasts Wire Way inuste atly naos
wENNAUEied Rack wazdinsUesfniidwieniosuneudiansendiudrere
W38319 Wire Way

3.24.6 n3dliiius1a Wire Way wuuille vedosfnarslontatuas fus Wire Way
ARaATEEEYN Wanulainnndy 2 wes

3.2.4.7 madvarenmeluainis LﬁaLﬁuLﬁﬂmé’qﬁaaﬁa}:ﬁﬂﬁaﬁ Rack nauwduinigly
9 melivasasdaudunieluse Wire Way sunslsiesnda “2xa”

- ] T/ 1+ o + d L
3.2.4.8 msiduanoneudng Rack wensiithedearuvenniaeidiuinaingela

= i

3.2.4.9 qunsalfinas (Mount Rack) iiefasansesldamudy swnadliifizuiadodunity
=t e f Ve + v v
Il iswan uwwasay wy Whluls

=l GJ =y n‘ [ qn:f -:n'l' -:I 1 i q‘
3.2.4.10 aso‘w’aauﬂw‘uamﬂwﬁ Rack 774N Core wag Core Tillu Core Mwinlnsuaziane
v g o 1 e
TouMtuas \WALBNINALNIINYALR

o d

=y z od - | L] (=3 b C‘I‘
3.3 ARMEIBA I UTP CAT 6 w3a@nin HALBNBULIRWISAIY

nslieusiasTuLISDTtoy wneda nssemedygyalueinis ﬁauaiqﬂn'ifﬂﬂszmaﬁrgm?m
{Distribution Switch) wﬁqLéﬁ%'mﬂ%a‘zi'1uLﬁaoiaﬂauﬁ'zmaﬂﬁawusauﬁamﬁﬁiamiaﬁ'zymmmnqﬂn'szﬂ
NsEABdnyg (Distribution Switch) Tudsgunsainssanedygne (Access Switch) LazaINgUNIninIEany
oy ou (Access Switch) lﬂﬁaqmﬁamia‘ssumﬂ%'a‘ziwﬁ'm%’mﬂﬁmu Modular Jack (Outlet) Tnelddaiiiu
aedyg UTP 'Iﬂm'l‘ﬁwasL’éiaﬂﬂmﬁnwmzmmsqUnszﬁLLaznniﬁﬂﬁaﬁqﬁ

3.3.1 Duanedyanuniin Catesory 6 wieRnT

| | [
&. Usesunssuns o, ATSUNTS

WuUssdniawennulaandy —
B, NS9UNTT

Lol olou[/]e]<] o] o] © o SBuuRSety srevdl o

L o




3.3.2 annsasasiumsldnu 10GBASE-T(55m), 1000 BASE-T,100 BASE-TX ({uashtias
3.3.3 frgunseild Interface 10G Fasldanadyayo Category 6a N30#in7)

3.3.0 dgunsaliily Interface 16 Fasldanednyna Catetory 6 vi3afn

3.3.3 awnsnsasiunsvaaeulsl 600 MHz was Snnauivialuihdail

» {if1 Insertion Loss(max) lailfu 32.0 dB # 250 MHz, Taitfiu 54,508 7 600 MHz
» fifn NEXT(nom) luitfosndn 45.9 dB 9 250 MHz, laitfesnin 39.5dB # 600 MHz
+ 1A PSNEXT(nom) lsifaendn 45.2 dB 9 250 MHz, laifeuntn 36.5d8 7 600 MHz
« iiA1 PSELFEXT(nom) laitfeendn 20.0 dB # 250 MHz, laitfannin 12,008 7 600 MHz
« fid RL(nom) laitfeantn 25.3 dB # 250 MHz, laitfesndh 22.7dB 7 600 MHz
« fisdnluneasuna (Solid Bare Copper) Turslsitioenda 23 AWG
+ i1 Impedance Winfu 100 +5 Ohm, 1MHz B3 600 MHz
- merludin CVMR musnesgu UL 1666, IEC 60332-1
* HUANT3UTDY UL Listed File No. E197771, RoHS waskiunsusesan
anUu INTERTEK Report Number 3159185CRT-002
« ihusdnSusniiademansmsfuie fusuansleutamiuas
« finsSuseiundniusiogties 30 U
3.3.4 Q’mEJmma:ﬁmﬁ'}msﬁﬂﬁgqmmmuﬁﬁmum ﬁamuﬁ@’aanuwlﬁﬁum

3.3.5 maeuledygyaludsg Rack wiazg wwdedldany UTP CAT 6 wiafinduandunisly
vig PVC w3aviamanvinsne Wire way

3.3.6 Msidivane UTP CAT 6 melueiasdaadiunaluviamdn (Flex) vidons Wire way

1 v a4 L=} ' L A L IJ a Gﬂ'
3.3.7 ludumeandunatnemnyn axdediany UTP Patch Cord Aiwdauldem fasiludon
snfiupaniamesliviud Taefinwenlidesnit 2 wes

3.4 dannadlumnifumedygyinssuueietis uazssuulwihiiswazdoadsil

v Y o - 3 P L o v o
34.1 HUNITRDIFATIIVWEAINITINGUNTLAUDIIAN mawlmm&ammsa

v v ° a o P o o | v o
34.2 gwgazmawnnishinsngunsainiigg wenmiloannfissyliluenarsielissuuiaiate
1 w s o o \ - a ' ol 1 ar

annsaldauleiud Welinsdausundn anisieunessuuatetnevsnuasseuuele
Pnugoy
« S PP 1 v o Yo M L ¢ 1 o odowgw b
34.3 q‘dnscum‘m:um'ﬂmﬂm%mmmmsmmmmmnu"lﬂnuqﬂn'ﬁmmiamaauﬂfﬂ-muaqum
‘umnﬁﬂ‘s:ﬂﬁmgﬁma

o GJ = Iv.l i L L o 1 O
3.4.4 yindinmsnfdsundasnisiings ninfilassyld wsdesvhnsuddvinsussundugiinaa

o o =l " ' o
wiaginerdamuneunsfiads
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3.4.5 dlavhmsinsuaiedundy asianhnminsedoussuulasAMN THYBIE AN MRS
#ila wiouhanseaiiiusesuanenssunInsRsuLiiaiEue nun. sely

3.5 nMsiavirdedeyavasaudnynyiu (Labeling)

mamlesvuua1aargsmmw'm'ﬁmml,‘mmaal,lmuu a"m'13zﬂ.‘uq"nu“l,ﬂﬂm!'s.,amn'miwmms
U3 a‘sn‘tﬁﬂm'\auu Imamw‘sumal,auaﬂ'lsammsﬂuuu Labeling Tmungasusanisldeu il

=y ar d
251 ‘U'a'mnman'uaanun'm'uauma‘ummulmt.n ml,muwaacﬂm’m mwuwaamaam‘i

3.5.2 ynaduvasanadyn leun ‘ma'.mumaqmaacuzymwauma'ivwmmm‘s (Structured
Backbone Cabling System) ‘vmLmu*uaaa'lUaiutu’lmmauma'svmw'uu UVBIDIANT
(Backbone Distribution Cabling System)

35,3 yaduaodygandeureseuinsviesiiadegunsallugasmumisild (Floor Distribution
Cabling System)

0w ar - Y o e a ' o & e ' & L o o '
354 n'ﬁmatganwmammé"maamml,mmm‘smmma'lmi LLazcﬂ1mes§lﬁmaw1mmmua
s‘d )
fdamuazuslaliagesings

[7) wr

or v 0 L4 L [ o o ot (=} 1 1
3.5.5 JanildvidgydnusiaedeaiuTagisinrunmuenshidnasouing

3.5.6 NMsvindudnunivassruuinievien fesmsauaguilaszuumseoadiiu (Grounding)
a4 ) a_ & )
fdatuszuunsdnieansdygroshe (G13)

3.6 NINAFOUTEUUALA UAIUTEULIASEY Y (Testing Cabling System) (fi)

3.6.1 aneneaunsiindeliviuauiu

YnsneaaunuLmsguanedyg Category 6 ‘[ﬂa'(:m,ﬂ‘samaﬁlmu'miﬁ’nu
3.6.2 anuleumuas

'w'1mwmaaumummﬁ’m*’uaw"uumﬂammﬂm TIA/EIA 526-14A d@miuaiy
Multi mode wag TIA/EIA 526-7 @mTuane Single mode TnsldindeadioMIunin
Optical Time Domain Reflextometery (OTOR) w50 Power Meter lun1svagau

= £ 5 L. = " =
3.7 v1udiwg RACK w%’auqﬂnmﬁswmmumﬂmmﬂammuqmmamaaaumma%uazaw‘lw
Au

3.7.1 mm Rack ma'lm'mmﬂlﬁ'(mmLuumsmam RACK wsauaﬂnimuavmaarumwmwmmmaa
aelu 4 Rack mwuwmmmaﬂw NUN.EI7 'l.wmummmmnum Rack ﬁ']'lwumma'lu
TAssns 'mui.,wmmﬁmmumsmaqﬂnmmnma mnwunanedyyin 1n15913na1nnTs
mé"aué’w@'%’uﬁ']aq:ﬁm%’uﬁmauﬁﬂ'ﬁ’dwan'ﬁ‘Lﬁm'fuLLazﬁaaﬁﬂLﬁumﬂﬂ%’mu‘lﬁ
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3,7.2 1§ Rack ﬁlummsnmaimms%mmﬂcuwmmmEJ'n'ummaawnmmﬂuwwsamm1n
‘Ufuwﬂ.m‘] LA 'lmmm‘smmmm Rack Tvy wdavihane Patch to Patch 'ssm'mm Rack L#®
Feustartvniy viatansaulanuit nua. Swua Tkaunsaldauld ua::mm‘mmaﬂnmw
Wianansolangiulaliniagig Rack Insiumy

3.8 nssudseiu snedugrassuuiaiatien (Cabling System Warranty) (83)

wdrnmsinsaadadeudosud fiudavies Suuseiunsins tukafunsaiuneulag
wiamssuUseiuded

3.8.1 n53uUsE funsfssa (nstallation Warranty)

foefursefumsinie wnifiamsindeadome 111’;"|Luaomn';aﬂ'lun'rsmﬂm 35mshinga w3
m'm‘mmzu'lumsmmm ioshewsdszmilainm asfpsuussiudunatlivesnii 2T du
nfunsraiuney

! @, UTEaIungsuna . ATSUANT

muﬂ*svawﬁmwmmﬂaamﬂa - —
Loa[o] o] /T6]e]ol<] ‘ ssuuAtote ol D

S PO i

oo/ &



Lol Aelelsls] |

ANANUIN U

w
YouLRUAndalaTanTs
| wsnsedndnwaudasnde

SEUUATRUY 3»3.,;;]‘ © ‘lg. A543
o/

l N b

| &. Uszamunssunis ‘
Vgt | -

i

. ATIUNTT




1. gunsnitfesfunarnavasniivdwiuguidoya (Data Center Firewall 31uu 6 90 Tnsiiamaula
atialipesiialull

1.1. WugUnsaluuy Hardware Appliance faanuuuuiteiudifitesfunisyngnuusEuy
wiote (eeawae Taghildgunseliuu UTM (Unified Threat Management)

1.2, fimuaiuisalunisvingu Firewall wiau Application Control laiviesnin 20Gbps, A
aasalunisyiney Firewall wiox 1P laivieandn 15Gbps uawdl Firewall Throughput @AM
gaaseuulitasniy 40Gbps

1.3, finedm 10 Gigabit Ethernet Wuu 10GBase-X (SFP+) laitfeunds 8 wadn tauaniauluga
WUU 10GBase-SR laitaunin 2 Tuga

L4, anansavsnswasani1sldauld 8n 8 wadn 10 Gigabit Ethernet uay 4 wasn 40 Gigabit
Ethernet

1.5, anansansivaauidisyiauluuuy Application Firewall lalsivaendn 11 Million Concurrent
Sessions

1.6. wasmdmiuuimidanisaunsaliuy 1Gbps Copper Uazwadn Serial Console

1.7. aﬂnsn.mnaaﬂu.uumma‘lwwmulmamamamaa Tawiigunsaindnyinniluwuy Redundant
9ur Waan waz gunsaidglv (Power Supply) LLav'L‘naﬂn‘smﬂ.uun'mﬂaaulma'msummnu
fays 1oun solid-state drives (SSDs)

1.8, annsadaninzszydidoyamansel (event) iunesniams vidauoniiodesinuneiniuds
mauaaulm

1 9. ansadansulsvienisideude lnsaunsnsryandeyainiatine 1gu lafi wosa ¥350
Tuslarea wazssdulusunsy (Application) 161

1.10. awnsoiudayasiaasde m'luiﬂuuu P address wag DNS 91 unandafus Woranld
Tumsfinay wietestunaulad uiea DNS Fdrevacdnls

1.11. E!’l:u’ﬁﬂLLE!ﬁ]ﬂ‘b‘ll.WLlﬂ']"IﬂJ?I!J‘ﬁuﬁ':'u‘Wl"l\ﬂElﬂ fludszmafunalél (geolocation)

1.12. a'nmnmswaaunaﬂnmuﬂmummw’luswumsama Tntanunsamsisaaunanand was
msmmmanmmawmaqaamauaﬂ (g1 Command and Control Server 'a"mmmm'iﬂmwaua
packet #iunasde aasisdeuluguuuy PCAP format &

1.13. a'm'rmnmum’tﬂnamwawuamtﬂ.uiﬂuw SSL (Secure Socket Layer) m‘uauamaaﬂ
(i]‘]ﬂﬁ:ﬂ.‘mﬂﬁLﬂ'ﬁE]‘U’]EIE]NLG]E]‘iLuGI) wasdn @ndumediiin uduaisauidionaiely) suia
a'\m'inn'mum'lwummsmmaﬂmwaﬁ‘luﬂaaﬂna‘lﬂ iy finsld self-sign certificate.

1.14, mmsmmwaawaua DNS {Domain Name Service) u,ava'im‘mma‘uaumn’m‘mn‘uﬂuaw
dasaedeld leun ms drop wazda IP Sinkhole sy

1.15, qﬂn‘miﬁauaﬁmmminﬁﬂﬁgwuﬁ Rack Thauslulasants uasdoatuuadimiliinerumsldon
DU

1.16. fimsiulseiugUnsaiegnaies 1 7

! |
‘ lm. UsusUNTIHANS o NTIUNTS l
‘ yaulwmeninTelasanis ?Mw;;‘ e

fasy aﬂﬁmwmmﬂaamﬂﬂ
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2. aunsainsaaduuas {]aanummn'gnuusmumﬂ'sams (intrusion Prevention System) 37u7u 2 4R
Imﬂuﬂmauumamauaﬂmma‘mu
2.1. LU‘UEJ'UH'EELILL‘UU Hardware Appliance 'ﬂaanu:u‘ummamwu'mﬂaqﬂum‘sunqnuuiuuu
Winte (PS) Ineane lagbildgunsaliuu UTM Tngldsunsussdivanmbenuihindefield
Dughilungumanagunsal IPS wu Gartner IPS Magic Quadrant w58 NSS Labs
2.2, ummmmsn’lum‘smww (IPS Throughput) ) laitfasnin 15 Gbps wae i1 Throughput
gegnsanvesszuuliitosndt 30 Gbps
2.3. 3l Network Interface wuu Modular Tnsfinisifeusianuy 10 Gbps SR 91w 14 nain
2.4. :u‘wE]immwmuswl‘mﬂm‘SE]‘tJﬂ'in.lLLUU 1Gbps Copper uazwasn Serial Console
2.5. aﬂmmmmmmmm Hardware Bypass Tunsdl Hardware/Software Lnﬂﬂmmﬂumn‘sm
Inivhetu Tneansoldan Fail- -open vi3e Fail-Close luusiag segment 16
26, aynsaidenievnalsiiauuy I0S Mode Tunnwasnuas Network Interface
2.7. mm'mﬂmﬁ’umﬂwﬁu.asms*qn's‘mﬂ%ﬂzimiﬁaei'mﬁaaﬁaﬁ
2.7.1. Uoaflunisseuinves Virus waz Worm
2.7.2. Yaafun1synsnuwuu Vulnerability Exploit, Reconnaissance (port scan/sweep)
273 daatuinaiianisvauddunislanfinuy 1P Defragmentation, TCP Stream
Segmentation, RPC Fragmentation, URL Obfuscation, HTML Obfuscation, HTML
Evasion wag FTP Evasion 16
2.7.4. Unaulddausisziu Layer 2 (ARP) Attacks
2.7.5. ﬂaaﬁum%mhau,axmm'snmﬂﬁuﬁ%‘mmnqnﬁaﬁ Overflow, Backdoor Program,
Trojan way Spy ware
276, annsonirvapuuastieafuidiisinuniess Hufansansivasuieanay
v SawrsTRanAUINATUsunsld wavanusoiieseilig Wegsioau mevianees

Wasnsaadula
28 amnsaudafeounazldnaumalanicaeieolul
2.8.1. Drop

282 aansanSpuaniuzvesinistlasiunmslaufann Drop W Alert w3s 310 Alert
i Orop sudeuledidmual
283, ¥nmswiugunsalnieusn Wy gunsalinieue violsreadiiollasiunislaud
16 (external remediation)
2.8.4. aananvhanuiniussuuigaidimuuuaiets Fowduuanus veuniaaifeg
asdula
2.9. gunsnl IPS mmamnaanuwmma'luum’mmmamaaq Taavzdinelissuu Redundant
Power Supply ua.fl‘zjaﬂﬂsm Solid-State Drives (SSDs) Lmumimmaﬁlunﬁmwaua

| @, UTLEMWNTIHANT | NITUNTT
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Wulszangnwanulasany — |
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2.10. ansensivgeumaienidimaiunieuen Inedasiu wietuiinmsldan munganissinn
16 (URL Category). sanfivannsonsiasy uaslasduluszduniaieny fudeaya ONS tase
2.11. awsafmuslvneasvadeyailoglusuuuy SSL (Secure Socket Layer) fisfiayaunoan
(9nld g revnedumaiiin wasedr @indumedidn ndussositienislu) sauis
annsofmuslvimgansindefidrsianlilasasuld wu imsly self-sign certificate.

2.12. gUnsaifiguesiosanrsoinsuug Rack Maushilasens wasspadhuvedbibirerunsldoy
nau

2.13. iim3fuusziugunsalagraios 1 U

5?5%51 N3IYN5 on. NSTUNTS
YOULIMIIUIAGDLATING i [ﬂ)ﬂ,ﬁm’- oy 5

' fuUsEAvs A wAUasasiy
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3, gunsafdannssruutesiuyngnuuszuuiatetivduam 2 4 Tnulinusuifsdwiioodeialyil

3.1. usunsaluuy Hardware Appliance Feanuuuriovminfisamsssuutasiuyngnuu
seuuesaune (Security Management System) Tnsaniglngudmsdanisgunsaitisaiuaiy
UasefadmiuAudtaya (Data Center Firewall) wazgUnisiniisdunazleaiumsyninuussuu
1AS9178 (Intrusion Prevention System) wuuaua au‘uauumsu'sm‘mmmiaﬂn‘sm“lﬂmu
Command-line %38 Graphic User Interface lnasnuayuuy HTTPS
3.2, annInlgauuinsg Pvé Fansdenisgunsnt wazansesisasudeyanislavd
3.3. I#5uunmsg e Anudanndie FCC UL vda CE Justhaves
34, a‘dn‘immauamaammsammmuu % Rack Fauslulasans uassoniuveshuisirarinnisls
NunneY
3.5 gsadnnnsiaiu Loe Insamnsaiudaya IPS events labiteenin 300 fuvanI Tl
afuayudsyageanlaliiasnds 20,000 flow per second uaraAna Log lWWissuudaiiu
Log f eudnana (Centralized Log Management) ﬂumwmawauat.wumwa (SSL/TCP)
3.6. mmsnu'sms'«amm‘au‘lamaL'sasmwﬂaamna " u‘llumanwwaumamsamu (Firewall
Policy), n15taefiuATaw e (Intrusion Policy) rarulauieiiiasionum 16un ssL Policy
,DNS Policy 1lusiu
3.7. mm‘sau,aﬂaamuumwmwmaﬂnim (Dashboard) T.owmmsauammamuymsanhum
YBITLUUIATDNE Uy a'mn'smLaanuam'tus.,mumﬁmuuiwﬁu’lﬂlm Tnganusadonuasaanig
mslasAfidanss wuamasw.mnumsamawmwuﬂlm (High 1mpact event)
3.8. mmmuamwauamnmLuaanum'ﬂwm Frnugunseiiinnisey 1y seuuUURnas
ENGEBEVANICHL U3n1siilavheuey 1wu Jueiies Lmv'uauamnmmmmnﬁ%um
Wy Usemadumaiilaud namaﬂawﬁlwm \9u Phishing site 18

3.9, annsauiuusianisuansiaual Dashboard Tnefvunidsulsfidainmsuans (search criteria)
1o uiainsaviutiniainsuanadeyaldodetioady dalue vide Tu
310, aunsaadieswauiiuiuuddiome s doyaiiaula nam arsdy uasnsagy
Taanunsoadns sl musliadmmsanariisesnsld
311, gunsndesonIzuumeLenioneyan sl Wy masesiunisdungloyas
SQL
3,12, gunindmusiinisfateya (signature/rule) ngudnladnlule
3.13. rﬁ‘l‘ua'mﬂsnaswnluwmsmimaamaa‘tm (custom signature/rule) Tneiliinaile v3e GUI
Lwa‘uw'lumiaswa
3.14. em!"rsm‘hLauaiau“aﬁmuisuumuLLawwaLﬂ‘ﬁ"uﬁgﬂuﬁnumsﬁwau flow wazy3untoya
(K8/5) 16t
3.15. annsadafiudoyadifinisland (Packet Capture) wazannsaiongWlasaseingunsel
USMITIANTS

\ @, U5881UNTIUNT . NIIUATS |

A
QaUnIUIRTBlAsINIg

Fulszaninmenalasady — 1
[o]olo]6]/[o]e]=]ol ‘ SN T o, NITUATT
L | pane

/&



3.16. gsouanadeglduunisuueiatield Tngannsavausmiuszuulaanae’
\gu LDAP wae am1-mﬂ'1wuﬂ'lumsmaau‘uac’ﬂmmniﬂﬂmﬂaaﬁtuumsmwa wu POP3 141

317 szuUdanisasdesinueguussuuufiRnsAildfunisgua uazduinn Lasgnda
Tnghisdunssimeiu visnsuiledgmangduinsnmesuan
3.18. SHUUY maamman’lwmu,uwmLLa.,Us'uLLmquT,ﬂmﬂriaqm'mﬂaaﬂnalﬂamaamT.uum
Tneandudayalévianinmsih Passive Scan wag Active Scan Tneamnsafmuslissuudans
#57988U (Active Scan) ananra it munls
3.19. annsaiudeyaingunsninteuan 1usyu Vulnerability Management ot ldlu
msUssdiupudssasssuuld

3,20, fims§ulssiugunsnioenios 1 1
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4. szuuilaTeiuazasaedunisungnuasdeananilussuueietiediuiu 1 ssuu Tnodiamauda
ptietiandralull

4.1. awm'smmnwmiun‘sﬂu,a.,nﬂﬂnmumwsmuwLﬂ‘aammmmnmu'[uuavmauanaaﬂﬂ'ﬁ

4.2, aunsedesiinsiauflaesasiuaya NetFlow, sFlow w38 IPFIX ngunsaiiieg molu

S”UULﬂ‘ia‘H’IEJ Imm Router, Switch, Firewall LLauaUﬂimaa Flow ﬁﬂwsuaﬂnsmﬂmmwm‘saa

Flow Waiins e

4.3. aunsnTINTINLagdATeinnslanfuazwginssuliaund (Anomaly Behavior) Funtuly

syyuladatne ldun Auanaiuuuy Zero-day Malware, Advance Persistent Threats, Insider

Threats, Command & Control, Suspect Data Loss, Data Exfiltration, Reconnaissance

waz Distributed Denial of Service (DDos) lﬂLﬂuammaU

4.4, aﬂmsﬂ’ﬁ'mnwn.ﬂswzwuaua'lusmmmamamanw nslauiiviesin ansluasdng Mdugm

dosge I

4.5. ANNTONTIADUNSYNINUWUY Real-time, \hudeyavesmiland wadamstuwgniaallauf

(Incident Response) Wazms1vapudioundsls

4.6. mmsmmmmswamwm suspected behavior traffic wuaguusvuumiama

WUy End-to-End

4.7, AMSIANEUVDY server 3B host AN malussuuiAIatneg usraiuruisnlmduius

g3 traffic sewinangueineq aeluasnslol

4.8, gunseieseiuitiuvesdeya traffic meluszuy wistdlurnauaunisveny (Capacity

Planning) wazaTHI@oUUsEAVENMIEUU (Performance Monitaring) 9

4.9, gansavuusadayaninsiu (Dashboard) waanwmmmmmﬂammaq ‘uaua traffic

maluszuulst

410, aansaadianariundesesty Tudnwae Top N 983 applications, ports, protocols,

services, hosts, peer LagM3 conversion of flow k)

a11 auisovananisszuingeslafassuuiaiatisiiuniniiy (Worm propagation

visualization) 161

442 gnansavineuiaaiussuy 3rd party iieviinaindu, JiavaulnnTlani w30 nya

Traffic MslauFisdaRnduls

4.13. mmsm‘uaun'u's.,‘u*um‘3:1ﬂaaummuﬁwwmwumﬂww BYOD mamm'ﬁmswaawaua

W04l (user) way suannmdusvaly (user) funnsloudiiinduls

4.14. szuuiiduafiosananiaudmsinnissng Web interface %38 Graphical User Interface 9
AvaTNSUR LY Flow wiauaﬂawﬁmnmaﬂuuaﬂm'\ 10,000 flows per second

a.15. muumauamaaumwmmuuauu-sm'mmn'lsu,uu 2 Tier Tanugadudiuuinis

FannsAnTey flow (Management) wazandnifu flows mnqﬂﬂimﬁzwm‘ia'ﬂ’m {Flow Collector)
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4.16. svuuﬁaasaa%’umsa‘i’mLﬁ*u%fa:Jamnatln'icﬁi,ﬂ%a‘zhaﬁ‘:aa%’umseia Flow figymsieses

Tnefigunsaidafusiin Mirror, Span w38 Trap udads Flow iy Flow collector 1n

4.17. ﬁuuumauamawi.,naulﬂﬂ'maﬂn'ifu Hardware appliance mmamumamauaamma‘tﬂu
4.17.1 Enlﬂ‘sguu*am's%mm-il.tavm,ﬂ'ﬂvw Flow (Management) 37474 1 49

4.17.1.1 fiwmisAudd1599 (Hard disk) guialdvesnin 1 TB wazyeeiy
RAID-6 Configuration @finIwiaifiguivin

4.17.1.2 Network Interface 28in 10/100/1000 $1ualiiesndt 1 wadn
4.17.1.3 whedngnd1soe (Redundant Power Supply)

4.17.1.4 adfuayuniiiiasizideoya Flow ngunsaldaiiiu Flow (Flow
Collector) Laitfounin 5 gunTnd

1.17.2. aﬂﬂsmmmu Flow (Flow Collector) 311 1 g

4.17.2.1. iimireaudndnses (Hard disk) ‘umﬂluuaam'] 1 TB uaz5093u
RAID-6 Configuration la@andmsatiiguwin

4.17.2.2. §i Network Interface % 10/100/1000 $nunulaitienndt 3 wasn
4.17.2.3. fiwieanalndrsas (Redundant Power Supply)

1.17.2.6. grdauassnsiudaiiu Flow gegalitasnda 30,000 flows per
second

4.17.2.5. gdauadsosudaiu Flow mrmﬂnsmm'ia‘mulﬂaaam 500 aﬂnim

4.17.3. aUn‘smmmwaua traffic WU Mirror W38 Span mnaﬂmml,ﬂ'sa‘uww‘lmmsu
nsdetioya Flow §1um 199

4.17.3.1. fvuaeAud1d1ses (Hard disk) ) gueladtioendn 300G wazsnddu
RAID-1 Cenfiguration

4.17.3.2. 31 Network Interface iia 10/100/1000 Sunulsitfaendt 5 wadn CH
'iEN‘i‘UﬂTS%G\LnU'?JagaLLUU Mirror, Span mnqﬂnmmsamu

4.17.3.3. §i Network Interface %iia 10/100/1000 $1u7% 1 wadndwmiuuins
Fanslauams

4.17.3.4. Imihsdnglvdrses (Redundant Power Supply)

4.17.3.5. dUFun Throughput @ mam‘luuaam'\ 2.5Gbps 'lun'lsm‘sw’\mua.,aa
doya Flow ltlmm‘nLﬂswvwmqﬂnimmnu Flow (Flow Collector) hinaue

4.18. mJn*:mmauamaamminmﬂmuum ack avalulasins wazsoaduvadimiliinesnumisldn

iney
4.19. finsfudseiugunsnioenses 1 1

| . ATIUNTT

‘ &, Yigaynsigns
 gpuunnudndalasans (l7 ‘1(0 Wy | o
‘ WuUsedninmaulaensds - —'i
Lolololel/felafs]o] ‘ szuuAIeTn suusdl o b‘mwml /
: e
i N . A

e/ &



5. sruuielathmailousserinadwiugunsaiszuuiadeviwasufiainas (Remote Access VPN)
] = i) 1 LY w1 g
d1uau 1 szuu Tnefinusuifsgvionfwalui

5.1. spUUfitauegoseefunTsvnetu SSLVPN Faannsoaiuayugldnudwnbidesnit 1,000
AU Tﬂauamaﬂﬁmnmmmmuaaﬂm

52 maﬂmsma‘tmm VPN Gsaunsafinduy szuuUfuRins Windows 10, 8, 8.1, 7, Mac O5
10.8 and later, Linux Intel (x64), IPhone, IPad wag Android Smart Phone Tuatnaioy

5.3, gunsaldan VPN Tunneling #iia TLS 1.2, DTLS uag IPSec IKE version 2 laluegelioy
5.4, ansaluininden SSL-VPN MnwnIasgnine Tanirdasgnineidien Optimal gateway 16t
Salulie

55 a1u1501497U Clientless H11UM19 Web browser w3a SSL 141849 Resource/application/
Service neluasingsineg Wiluataion

5.6. ansaldnisdnsasiin AES-256, 3DES-128 ldiluagnliay

57 A1150051988UMnuLiod 19911 Remote Access VPN 678 RADIUS, RADIUS with
MSCHAPv2, RADIUS with one-time password, RSA SecurelD, Microsoft Active Directory,
Kerberos, LDAP, Digital Certificate, Embedded Certificate Authority 1Adlusereuss

5.8. @50vay Remote VPN #iaguiuy Full Tunnel ua Split Tunnel 16 wazaansarwn
ulguisnsyhaulaainaiunans

59. a131501%UT15 IP address d1m3uLAS8agnu18uLU Static, Internal pool, DHCP
RADIUS/LDAP Tallusgaiay

5.10. @usaldanu Resource meluieiidu IPva uaz 1Pv6

5.11. awnsadwan Configuration way Policy 11J€|’~1m‘%’aaqn-ﬂﬂaﬂmama‘[maﬁﬂuﬁﬁ

5.12. annsolduuuy SSO (Single Sign ON) fuiATaausitte Microsoft Active Directory l¢illu
agaley

5.13. 811130 mwaaumﬁaaanmmwlmw Remote Access VPN lasun3a9@@u Antivirus
software Lay Windows Service nauaqmm‘lmmaqanmawaumuamsamamu’lulﬂ TN
mmsmmuumaau‘tﬂauq application ‘nmmumamuumiaaaﬂmﬂﬂmamq‘lﬂ

5.10. annsaiudaygamsldnussuunietng JauedonBLRTMDITARSs agent Liauandlstiiiy
fa Usannidaya, Fadldany, application Aldnuils Wemsasmeummiiauniives maliaussuy
wn3otnalel

5.15. annsantenguulsuenisidauesnguilduandeiulalaeieusaniy LDAP
w38 RADIUS

5.16. s8sfumsfmuaudufeudanuaindgua I uadowmaninmaiiinndadouse Remote
Access VPN 15
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5.17. annsaauauldauszuuiededie duaietis 1iae (Wireless) waziAiatnefiangla
(Wired) Tne5o15un13nsasaaudanu (Authentication) Inuld Protocol 802.1x
(IEEE 802.1%-2001, 802.1X-2004 uay 802.1X-2010)

5.18. @U1509157980UAINU WU 802.1X §9¥u Extensible Authentication Protocol Method
#1499 oEaTaBRaE EAP-TLS, EAP-PEAP, EAP-FAST, EAT-TTLS, EAP-MSCHAPv2, EAP-MD5 uae
EAP-GTC ¢l

5,19, anansaAsuANn1sLEaut1L Access Control Tasfmuaiiiu Port dmiy 1Pvd uax
Network/Access Control List dmiu 1Pvé 18

5.20. mtauam'smmﬁﬁmumx,ﬂu Remote Access VPN Tagldandvans
(Pool) Faszuu fsoluil

o o
el auaTuiule

v

5.20.1. aﬂn‘sm Remote Access VPN WUUT 1 S0 2 0
5.20.1.1. Wlugunsaiiawiy Hardware appliance faonfevimiind Firewall
JIntrusion Prevention wag VPN Gateway VIOIEUWN
5.20.1.2. fingidause (Concurrent/Maximum connections) iigeqalita
N1 500,000 sessions Wz 20,000 connections per second Tawil Firewall
Throughput geaaliidesnin 2.0Gbps
590.1.3. & Intrusion Prevention Throughput was Firewall Throughput
samgsanliitioynin 600 Mbps
5.20.1.4. A1415099 VPN anus1ns gt IPSec wag IKEv1/v2 muv‘u DES
(56 bits), 3DES (168 bits) way AES (256 bits) Insananinseaiu IPSec Tunnel
Ierasglaifoundn 750 peers wianiu
5.20.1.5. Siwe$m Gigabit Ethernet wuu 10/100/1000BaseTX 28°9UBY
6 WS 'sm's‘umwﬂw‘luﬂamanluuaamﬂ 6 WOiR war Management
Interface WUy Gigabit a8ty 1 Wain
5.20.1.6. 5995UNTSYUNUL Link Ageregation %38 Wisupirdauliddeennn
6 wasARBNTIVI Link Aggreation wag 5943U Ethernet Jumbo Frame it
5.20.1.7. anunsmviauliiauy IPva uaz Pve
5.20.1.8. arunsouvaduldisadiaiiouldhidosndn 20 g laoudazys
annsofifauaszuuieniniulieddass
5.20.1.9. @u1seseeiu VLAN Shwaulsitasndt 200 VLANS
5.20.1.10 awngoldauuuy SSL VPN wiaudl License a813tiay 2 Licenses
wazanunsueeligeanlsilioandn 750 Licenses
520.1.11. @m190¥in Network Address Translation (NAT) VAWUU Static uaz
Dynamic wa¢ Port Address Translation (PAT) 1¢f
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5.20.1.12. @7311350%11 Routing WU Static wag Dynamic wuu RiP uag OSPF
Tafluaeatiae

5.20.1.13. @un9avh Multicast Routing Wuy IGMP ua PIM Ieillustnisy
5.20.1.14. @31saimus Policy laBuuIny Source P address, Destination
IP address, Service uay Time Iluatinaoy

5.20.1.15. aﬂuﬂinﬁﬁaﬂulﬁﬁa Layer2 (Transparent firewall) wat Layer3
(Routed Firewall)

5.20.1.16. A 150% QoS ludnwaznsidauiunanisldau(Policing), iy
griumnuddgrasdioya (Priority Queuing) wagiiiatielnsdsdayaednedl
Uszaﬂ%mmﬁaﬁaﬁuqun'miﬁﬁviafiwmmﬁnﬁrafﬁc Shapping)

5.20.1.17 faaantinelugunsaidmiviiestunslanfnuy (P Fragment
attack, impossible IP packet, TCP SYN&FIN Flags Only, RPC Dump, statd
Buffer Overflow Inutosfufindas interface 1filustinaioy wazdasainia
Unaifu IP spoofing ¢l

5.20.1.18. @unsavin Application inspection dwiFu HTTP, FTP, DNS, SNMP,
ICMP, SQL*Net, NFS, RTSP, RPC, RSH ldiivagnatas

5.20.1.19. gansansaadeunsiauvaslusinneaiaiiuayuazuy Voice/ Video
srasaluil H.323, MGCP wae SIP iduetihatiey

5.20.1.20. d14130%14974 Firewall High Availability wuu Active/Active
Stateful Failover wag Active/Standby Stateful Failover

5.20.1.21. aduayun1sn19aeugliaurtu Local Database, RADIUS, LDAP,
Kerberos Taduegiioy

5.20.1.22. mmmﬁaﬁa:&a Flow creation, flow Teardown waz Flow denied
b Netflow version 9 a1

5.20.1.23. @11150U3n159an1561U Command Line Interface (CLI) was
Graphic User Interface (GUI) Tuguiiuuwas Encryption Format a1usnsngiu
SSH wae SSL e

5.20.1.26. a1u150uiuAousIE SNMP Trap lunsdigunsaifidgmieady
Hardware 161 Wy Msviheufiugiuamvuatod CPU, aanuruad Power Supply
uae Fan 16 (Husy

5.20.1.25, 5935 External USB Flash daiftudoyaniely

5.20.1.26. Sunmnmigiu aunsafasdiug RACK vum 19 il

5.20.1.27. hemmunegrumsUasads FCC uay UL 16

‘_ &, Useaunssunia o, NTIUNT
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| Lﬁuﬂ‘iga‘ﬂ%ﬂ’]wﬂqquﬂaaﬂﬁiﬂ -.... LR B '-. ...................................................
Lol ol ool /Ju]e]s]o] ‘ ssuuedote Stevi e |

| o




5.20.2. gUnsal Remote Access VPN ot 2 $1uau 10 4R

5.20.2.1. tUugUnsnilaniy Hardware appliance fszuuufuaniTianis
(propriety operating system) wasdl Hard disk wuu Solid State sunlivey
N1 80 GB
52022, AsoRnsdanso Maximum current connections geanbivioy
A91 100,000 sessions Way spadunmsifiousia New connections per second
gegslaitfoundn 10,000 connections per second
5.20.2.3. @unsafmuantsigeu Application (Application Control) lalirioy
31 4,000 application wazil Maximum throughput lﬂqaq{ﬂluuaﬂm'\
450 Mbps
5.90.2.0. A1319095193UMIlNALUL Next Generation Intrusion Detection
‘|sfenTusyu Maximum NGIPS Throughput & asgalitieandn 250 Mbps
5.20.2.5. fiwain Gigabit Ethernet wuv 10/ 100/1000 Base TX ag14ioy
8 wasn war Management Interface WUy 10/100/1000 Base TX 8819
oy 1 woin
5.20.2.6. annsolgausiuiu VLANS lalidosnin 1024 VLANs
5.20.2.7. d 115631 Network Address Translation (NAT) Wawuu Static waw
Dynamic wag Port Address Translation (PAT) saufiesasdu NAT dwmlu IPv6
A5 NAT 64, NAT 46 uaz NAT66 Iiliuegaiay
5.20.2.8. 411150%11 Routing WU Static waz Dynamic vy OSPF, BGPv4,
OSPEV3 waz BGP dmdu IPvd uag (Pvé Idifuatales
5.20.2.9. awmsnﬁ'mu‘l.ﬁﬁga Layer2 (Transparent firewall), Layer3 (Routed
Firewall) 161
590.2.10. A11150USR13IANIIHAL Command Line Interface Ly
Wway Graphic User Interface (GUI) Anumiasgu SSH uag SSL 1%

5.21. QUn‘miﬁauammaﬁm‘mmﬂmwm“ Rack haualulasins wazdoniuvadwisinerunsléon

nriau

522, finsfuuseiugunsaiednadas 1 9
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6. qunsaiafudynrudiniuguddaya (Data Center Switch) §1u7u 8 ¥4 Tagflguanid
aaviodaoluil .
6.1. gunsniiidnweue Stackable Switch #i5l Stacking bandwidth siadnlitasnin 480 Gbps
wialugunsaldnume Modular Chassis #i51 Bandwidth per stot liitfaanidn 240 Gbps
6.2. flwu1nYse Switching Fabric %58 Switching Capacity Lidasndn 470 Gbps Felunsdhin
Lauaaﬂnsmuw Stackable Switch Jedaduafiliiusiy Stacking bandwidth ‘UEN'EJ"Jﬂ‘iﬂJ
6.3. fluumuamuieauin Flash laiviewnin 2GB wariiruAVe A NEN DRAM liivdoundn
4GB wluiiel UsB Innuliiesnii 1 wadn ﬁ'msumaumaﬂandaﬂ'muan
6.0, Siwotm Gigabit Ethernet WUV 10/100/1000 Litaenin 36 wadn
6.5. finasm 10 Gigabit Ethernet WUy 10GBASE-T w3a NBase-T Litiounin 12 NaIn
6.6. iWain 10 Gigabit Ethernet WUY 10GBase-X (SFP+) laitianin 8 nasn wuaniouluga
WUy 10GBase-SR Livaendn 8 luge
6.7, fiszuuinglndses (Redundant Power Supply) wuunslushgunial (intemal) wasiiszuy
Wnaud59 (Redundant Fans) aulufsanunsnnonaussuusnslruazyinay Taelaidmusio
Uﬂaﬂn‘:m (Hot-swappable)
6.8. lunstifiaus Stackable SWltch qunsifissanansaldlnsiuiu (Power sharing) tugunsal
neluga Stack Wiaawaqum‘mauma Redundant Power Supply System nwuanla
6.9. @5V 1+1 Control Plane Redundancy wae Stateful Switchover (S50) mtl'lu'ﬁﬂ
Stack ¥9® Modutar Chassis
6.10. avfuayLannsgulawLn IEEE802.1D, IEEEB02.1w, IEEE8D2.1s, IFEE802.1p, (EEE802.1q
waz IEEE802.3ad
6.11. annsnidausiunu MAC Address lsigegalsitfoundn 32,000 MAC Addresses
6.12. @ansnvin 1Pvé Routing wuu Static, RIP, OSPF, BGPv4, IS-ISvd uae Policy Based Routing
16 Tnwafuayus i Pva Routes geaalitfounda 24,000 Routes
6.13. @30V IPv6 Routing WU Static Routes waz OSPF for IPv6 191
6.14. @1a13a¥i Multicast KUV IGMPv3, MLDv2, IGMP Filtering, PIM-SM, PIM-DM waz SSM a
6.15. @111350%11 Access Control List (ACL) Ialusedu Layer 2-4 ﬁﬁUﬁuuﬁgﬂ IPvd wag IPv6
6.16. @3n3e%in Quality of Service {QoS) Wuv Strict Priority Queuins, Weighted Tail Drop
(V38 Weighted Randem Early Drop) kas Rate limiting 1
6.17. @n30¥ Port Security, BPDU Guard uaz Spanning Tree Root Guard
6.18. @usavin DHCP Snooping, Dynamic ARP Inspection (DAI) wag IP Source Guard n
6.19. A1LsaRII@UNNSUaaNILUAY IP Source Address st Unicast Reverse Path
Forwarding (RPF)
6.20. 270750%1 User Authentication wuu IEEE 802.1x, IEEE 802.1x wuu VLAN Assignment,
Voice VLAN, Multi Authentication (%38 Multiple Supplicants per port), MAC Authentication
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LAz Web Authentication 161

6.21. @18150911 Dynamic Authorization Extensions to RADIUS (RFC 5176) \W #ald RADIUS
Server mmsnmn'muﬂuiamtllﬂ (% Session re-authentication ¥38 Session termination 15
6.22. a'lm'smmmmjauaaamn’l'i'l.‘nmum‘:am'm ﬂuiULLUU‘um NetFlow %38 S-Flow %38 IPFIX)
Tagannsadannisdaiu Flow Adsans Uumaﬂﬂinﬂ.ﬂ Tuseiuaninuas aaaﬁﬂ,uuaumw
48,000 Entries

6.23. anuninvin Packet Capture g3 Control uag Data packets "nm'uaﬂn'im Taganunsoiiu
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